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INTERNET VULNERABILITY
by Mark S. Eckman, CPA

Mark Eckman is a manager offixed assets and inventory services for AT&T in Morristown,
New Jersey and the chairman of the AICPA Information Technology Research Subcommittee. In this
Alert he discusses the recent attack on the Internet by hackers using a method called IP spoofing.

The Computer Emergency Response Team (CERT) has reported a new method of breaking
into computer systems that are directly linked to the Internet. CERT is the federally funded
clearing-house for Internet security. The new attack makes use of a flaw in the design of the
network to fool router computers into believing a message is coming from a trusted source.
By masquerading as an authorized computer, an attacker can gain access to protected
computer resources and seize control of an otherwise, well defended system.

The following excerpts come from a bulletin issued by the Computer Incident Advisory
Capability (CIAC) organization in the U.S. Department of Energy. It provides a detailed
description of the reported vulnerabilities, and the proposed solutions.
There have been sophisticated new attacks on Internet systems based on forged Internet
Protocol (IP) packets and hijacked login sessions. Although these vulnerabilities are cur
rently being used together to attack systems, each may also be used on its own. Both of these
vulnerabilities must be addressed in order to keep systems secure. The attacks primarily
involve UNIX systems connected to the Internet, although all systems that support session
authentication based on IP addresses are potentially vulnerable. Systems protected by packet
filtering firewalls may also be vulnerable. This could allow unauthorized privileged access to
systems. The proposed solution will enable router packet filtering on inbound Internet
traffic, and protect systems against root compromise.

IP Spoofing Attacks

The first vulnerability, spoofing IP packets, allows an intruder on the Internet to effectively
impersonate a local system’s IP address. The intruder can take control of the system
and read mail, delete files, or steal programs. If other local systems perform session authen
tication based on the IP address of a connection (e.g., rlogin with .rhosts or
/etc/hosts.equiv files under UNIX), they will believe incoming connections from the
intruder actually originate from a local “trusted host” and will not require a password. This
technique is especially damaging when root connections are permitted with no password.
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It is possible for forged packets to penetrate firewalls based on filtering routers if the router
is not configured to block incoming packets with source addresses in the local domain.
It is important to note that this attack is possible even if no session packets can be routed
back to the attacker. Note also that this attack is not based on the source routing option of
the IP protocol.

IP spoofing attacks are currently very difficult to detect. If your site has the ability
to monitor network traffic on the external interface of your Internet router, examine
incoming traffic for packets with both a source and destination address in your local
domain. Such packets should never be found entering your site from the Internet and are a
strong indicator that an IP spoofing attack is in progress.
Currently, the best defense against IP spoofing attacks is to filter packets as they enter
your router from the Internet, blocking any packet that claims to have originated inside
your local domain. This feature, known as an input filter, is currently known to be
supported by several brands of routers:

Bay Networks/Wellfleet, version 5 and later
Cabletron with LAN Secure
Cisco, RIS software version 9.21 and later
Livingston
NSC
If your current router hardware does not support packet filtering on inbound traffic, a
second router may be installed between the existing router and the Internet connection.
This second router may then be used to filter spoofed IP packets with an output filter.

Hijacked Session Attacks
The second attack currently being observed involves the use of a tool called a “tap” to take
over existing login sessions on a system. This tool allows an intruder with root access to gain
control of any other session currently active on the system, executing commands as if they
had been typed by the owner of the session. If the user session has previously performed a
telnet or rlogin to another system, then the intruder may gain access to the remote system as
well, bypassing any authentication normally required for access.

Currently, the tap tool is only known to affect SunOS 4.1.x systems, although the system
features that allow the attack are not unique to Sun systems.
The owner of the hijacked session may notice unusual activity, including the appearance
of commands typed by the intruder. Users should be notified of this possibility and encour
aged to report any suspicious activity.

The primary defense against this attack is to prevent root compromise through careful
system management, installation of security patches, and network controls such as firewalls.

These attacks represent a significant new threat to Internet systems. Without proactive
measures in place, these attacks are very difficult to detect or defend against.

